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i 1« Section Ip p«ra* It The eentenoe reading **Each item of information or 

I material nrust-te adjudged solely on its own-merits and sha]yL-be classified aeeorditig 
to its own contents'* should be underlined and stressed* It appears that even thou^ 
this is the true criterion in the determination of elassificationf it is all too 
' frequently ignored* Common criteria have ^een such thou^ts as "this other document 
is classified this or that) this one should be tbs' same" ^ or ."let* s make it TOP 
SECRT5T Codeword and be safe", and so on* /VS A <33 

^ ^ — — - 



^.Page Si Paragraph $ - Underseofre the ahole paragraph. 






X Section 1, para. 3 - The principle seems clear but Its application Is 

uncertain. Perhaps the expression ’’pertaining to NSA activities” 
should be phrased more precisely. Ats 7 2- 



I ^* Section I, para* 4* The "distinctive codeword" mentioned here should be 

further expanded here or elscndiere in tlie document to -.include a full explanation Of 
^^he purpose, use and meanings of the Indian codexfords, the s<3urce codewords 
(without actually referring to any specific ones), and last, bat not least, the 
C(KINT codewords which are so cammon throughout the Agency, yet so misunderstood 
and misused* A 9 3 c> J 






- inaert the definition of COMIST (Appendix B, Paga-^l) /v/ 0 
between paragraph 4 and paragraph 5* •s/As^-f' Cpj . 



^««« 3» Paragraph 5 • The third sentence should reads ’’Ihi'MaiSy, yj. *, 

material comes to s/Assf • 

"7 "Pace X* para 5* A considerable portion of CCMIMT le received 
' initially in the agency in the form of oi»i»product from fore:^n , 

coHab«^ting centers and from field atations* ■^It^ will y 

N ^ grow as decentralisation progresses* Paragraph 5 should be 
modified accordingly** 

x7s., "airtii I, ?, >8» 3). 

'*qpellt;^i “nature? “aenalttvoaeM'* or ioaethlag «d«e, not Becurltjr. 

Declassified and approved for release bvNSA on 05-07-2014 pursuant to E.Q. 13523 
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1^, ftie» kfPtf»tpei»9h $A * fi«conn»ndedi "Chrypt^nttUlgtne* ii thfit COMIM! whtetii 

rttttulto from cryptuxua-lytls of tho utlllzQd bsr' 

uessaso orlglnatom to prott ot th» traffic Awing l tj[ 
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Par&srsij^h 5b • ftecoBffl»nd«dt "Timffle Intelllgonco if tlmt CXMDSfS 
vhloh reeultb from traffic analysis and ■' rV6^-j^lftl& 
t«xta< llTbls Includss COMim? produced by all means 
short of the actual cryptanalysis of inter copted 
communications • ** s/ass-^Cc-) 
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Paragraph 5c 
TtLVikgineoh 6 



0mit< 

KeeotmModedi "Information derived from these prooessss 'fi > 
(cryptanalysts and traffic analysis is) ... " S/iosj 7 ^ (/=) 



^/ 13. 
y'l'i. 



I*amgraph da «• Ttie second sentence should readt 



level systems as specified by existing authorities 



of certain high 






Paragraph 6b • Beconmandedt "category IX COMIBT Is less sensitive 
than the preceding category in that protection of its 
source is not alvayo the over-riding consideration 
and Is one which can^ by acceptance of a calculated 
rlski be disseminated with a less rigid standard of . 
seciarity," Co 



Y'lfi 



l/ (i^Pag# 5, Paragraph 6b *"ThlS category will include ..... security systems »S , , 

specified by existing authorities. Xt is... " C^/Ai*r (fj 



Paragraph 6e - Roeonraendedi "... low level COMINT as specified by ^ . . 

existing authorities. Material " ji/Assf Qv i* 



Paragraph 7a *> Becoeraandedi "... mutually agreed vgton by UK and U3 ^ 
to bo in other categories. Xhls list " sAssf ^ 

,Q TB' 3* Section I, pare* 7a* It would bp ^rell to include the specific systems . 

r- referired to in this paragraph under Sections 17 and V or perliaps as an appendix to 
the basic document with periodic revisions thereto, //SA 9 303 



/ Id para. 7.d. - First line should read "In reference to type of crypto 
'• systems." 7 %^ 
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. Psge Paragraph 8 • Becomnended* "As a means of further assistance to 
\/ ' personnel within MSA th« following classification 

guide lines have been established. Bemesiber they 
Ore only general in nature and that the olaseifioatien 
of any^ixaR4l4^4pe established boi:b;D!: oh X^ 

«® » "MOlE T (^) ■ 
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^ 3.3(h)(2) 

^ r PL 86-36/50 use 3605 

o-cji'ofe -^o I— 

S&c.um‘ 7^ C/aL^/fi‘(CA'ft'o*^ 

'S e. c- 7^ d/y . 
o 

.Ah o« Seotloa II> paragraph 2# (page ?)* S<aifconce vould be clarified by A/o 

Inaertlng bho mjrsil "Intelligence” before the period* / P^L- 



Sectlon II. para. 2 - Last sentence undaagfedly_^a^ 
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nia.nYi^ ^ , 

and it Bhould say ^o. Amil., f 



A'3.. Re Gection II TOP GP^CRLT CO£)S\rOIlD. Item 2 of incloaure to reference, the 
following revloion Is ouggoated: 



N 






«g. intelllgonco derived froci the study of 



I and is of such high intolllgcnce value or^sonal- 

tivity as to requlTO asslgroicat to this Category*" ('V.^/^7■Sy 









Section II - TOP SECRET CODEl^CRD - Far arraph h »* TOP SECRET COnEWGRD 



mterlal includes nruch more than Just cryptanalysis | 

This should Include all cryptosysteias used by the foreign governments, such as 
those used by the various services. Army, Navy, AIT Porcoi the quasi -military 
organizations, border gixards, security pollcei internal govemmsntal and eammer** 
cial} clandestine or Illicit organizations. ^£A ~7 o 
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I Ml (3o=Uon II, poroGTwU 5, (p<N3* T). Security of W fc «t 

O-Bystemo, Vhcblicr in being ora^rorposed. r^/0 

ai.rn.MA Section II, jemEr^h 6, (peso 7). Oertnln opwlel pa® 0 M ? 
oryptanalytlc machines. 



A)D 



yjf, Seotlon IXTIHould also Include! 

^ I lagypt-Intelllge ncs m .u g yt;"irtH>r« specifically assigned 
-*oi^hejFTSt«Bories ♦ ^ 

t, a ''^offio Xntelllgenee i^yolrlnejnchj^^l^^ 



(- ^ ■ usle e ” ) of separate Traffic 

- 11 tre u roes ot-yrodu cos inf e r a aei e n v hose vmlus 
Is so great that security of content becomes the over- 
riding conslderatlont 

7 "Material iavolving sensitive eollsetion procedures 
or the revelation of success against unusual, ssnsltive 
(I’o or coffipler transmission procedures and devices." s/^sst(f=^ 
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/c/c X-//jes yf'ah^ 
SiLCLf/^/Tp' CyctfS/J~/'ciAlf^n 

Sec.’/i'a^ jjL - >. 7V» 



Seotlcn IHs para* 2t After "U.K*** add "and Oanadlan"* (See O/^ oo 
"DlBOussim of Seourltgr ClABBlfloatlou llattere Within E^D*Nb« 3 ”, dated 23 ^tme 
1954)* r^SA ?3<J3 

Seotlon niy paraa* 4 and 5< Reoommend that both these lt«ns be doiin* 
graded to SBGREf* It does nob appe ar M ceBeary that the codewords theag eltea need 
to be daBsified any hlghd^ than SBCRSTi and In boom eases only CGNyiD191TIAL« even 
though they nay be covering infomatlon of undi hl^er Bensltlrity* This' would be 
' an eppdloatlaa of the same principle as was used in specifying that the eryptanalybio! 
short titles themselves should be classified only 3SCRET* /vs a 9S^3 



\3Ct Fatagravb 6 - Onlt . r/AssT* 

SECTION IV - BgCBgP COfflWCBP 
I '3t* Seetlwi IV ehould also include i 






s/Asst (^) 

Cop^ ‘ll£liJ«ence speolfloally aeelgAed 6^^t*gory 

A OdA^ 
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fieoblen V# paragraph (page 6)* 



«Dielasslflod« 



Certain 



of this eQEdsttinb la 
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, 33, Section V, para. 7« After "U.3." sentence rtioold read “and UK (aCHQ)| 

Canada (GBNRO), and Australia (D3B) In the OTOMT field”. /V 5 A 93 <J3 






. Beotloa T# paragraph 10 , (paga 9)« Qony M to 

i^paUsfT WOMAD ia proparly u n o l aa nif led. ^ 

h* yimHi gbout desasiptlooa of orypioayitfBnet fijD 



UMib U as “eittUre 
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Scetion V, para* ll - This prcMbly asans "UKUSAf shcjirt titles of crypt. 
syBtaaa''T Tbs Intent la not olear. ^tsA 7S-> ' ^ 

SECRET 



7 ^ C/AUi^*o>:fi’"a n 



S-ec^'a^ 

.,‘r A® • 

-C3b Bectlon VI, para. 9 «»i 10 - Intent U not nlear. VjW 7 
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***** syateBs that irere already dead by Sent. 
1939t hoes epeelfle** aean there la a list aoMevhere or doea It ^ 
irefer to any ayateaif 7 z_ 



6'^' 

n Pera. 12 - (Saow q^eatlon about tha datea.) /VS/^ yz- 



\iS. Section VI. para. 13 - Httt clear. Doea thla wan that a caaa number' 
1^0 ^ Itself is CoofldsntlalT //jA 7l 
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3^, Section VII, para. 1 - Entire paragn^ph la vague and Inpreola*. ^0 



^Oi Page XI, Pavagfaph X 



SaoonBSBdadi sarvlea ttrypioXegle agaaalea at ^ 
a irtnlsf and aaaneiatiett ef MBA vlth tha Barrlea 1/^ 
nyjrptologio agenaiaa m a thola.” s/Aaf/r) . 






HM. 2, . 1.0 pwm. 13 - Suroly "In th. 

la nnelaasltied. Could exaaipla be addedt ^ ^ 



ff9 
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^ ^ Seotion VII, para. dl Vhla paragraph al31 have to be altered If ooemaot y ^ 
\ above Is aooeptad, /vi/« vscj 



ptra. 9 * Is this really true and if so shonldn't~lt be reeonaldex^t 
~ * Ian*t It dangerous and Inviting trouble to leave seourltSy clearance 



data ensafaguardedt 



7 2^ 
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C.//0M. (Can've/] 
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AJLA.i’fl'otn 'fo S^c.'/fOf^ 

Paragraph 8, Seotlon ?, page 9 olaaaiflee aa SBCHET “all peraomiel 
iSKIil+SL-S ApMy, civilian or military, which Indicate authorlaed or 



ttrt r r *- ■■ 7B-T — w w^uxe or n^muox, or cy xunc&xon"* 

tS+^rjSfi required peraonnel r^orbe which do 

not rev^ o^^aatlonal etruoture but whlolt may Indicate total authorised end ““ 

” »oon»«u5ed ttet th. foUo»lng p«.«gr.ph b. «U«1 



jt 
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“All routine per ronnel reporta (esraept sm provided under paragraph 8, 
Beotlw - SECRET) which Indicate totkl or parblEO. atzength, aeparatlona, 
woeanona, or almilar general Information, provided auoh rraorta 
doMt reveal oxgaoiBational element(s), apeoiflo Job titles, Job 
qpeolallty codes, short tltle/aymbol, function, or other data which 
nay be considered olaaaifled.n Ct'\^ 



‘ addition to the above caromentsi we believe that the following Items iM 

among those idilch a hould also be lidted under the apF<r<qntdate Section for the 
olmeslfioatlon reccnmtendad herein! 

.1« case notatlona, roeasage short titlaa not BpeoifioaUy namsd e laew here^ 
raport short title) oerlala and ejnidTole » to be classified 00NFHU91TZAL« 

I 

2i, various eategorlea of IQH runs » to be oiaaaified as, appropria^ # 

•> 4 ^*) \ , 3fe details as to the contents, piurpoes and usage of various categories of 

' \ ^ formats used within the Agm<^ and in the flsld • to be classified as 

'■] aMiDc*opriat e« ^ 

^ S 4* details as to the various types of tedhnloal servieea perfonnsd within I 
? the Agency, such as miorofllming, laboratory servloes, rsprodaotlon* 

r ' SoBtarntf^ Reeorda Program, forms oonbrol, distrlbublon, sotrting, mail* 

.V < ing, std« •• to' be olaBsified as appropriate* 

0 5» disottssion of non-^reubine poUoy matters, sndi as ^leld ndssions, 

•) dcUaboration and functional decentralisation of problsne and oontrolB| . 

reporting mlsslonB and responsibilitlesi H3A ooPBdtmentei, ate* * to be 
elaaslflsd.TOP SEORBrr* /VsA 9 3**^ 
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